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Abstract
This paper presents a novel digital watermarking technique using face and demographic text data as multiple watermarks for verifying the chain of custody and
protecting the integrity of a ﬁngerprint image. The watermarks are embedded in
selected texture regions of a ﬁngerprint image using Discrete Wavelet Transform.
Experimental results show that modiﬁcations in these locations are visually imperceptible and maintain the minutiae details. The integrity of the ﬁngerprint image is
veriﬁed through the high matching scores obtained from an Automatic Fingerprint
Identiﬁcation System. There is also a high degree of visual correlation between the
embedded images, and the extracted images from the watermarked ﬁngerprint. The
degree of similarity is computed using pixel-based metrics and human visual system
metrics. The results also show that the proposed watermarked ﬁngerprint and the
extracted images are resilient to common attacks such as compression, ﬁltering, and
noise.
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Introduction

Watermarking is used for hiding information imperceptibly in digital content
for protecting its integrity. A number of watermarking techniques are available for embedding information securely in an image [1]. These can be broadly
classiﬁed as transformation domain techniques [2]-[4] and spatial domain techniques [5]-[6]. Recently watermarking techniques have been used in conjunction
with biometric identiﬁers [7]-[13]. Fingerprints are one of the reliable biometric
identiﬁers that are extensively used for personal identiﬁcation. Ratha, Connell, and Bolle proposed a blind data hiding method [12], which is applicable
to ﬁngerprint images compressed with WSQ (Wavelet-packet Scalar Quantization) standard. The watermark message is assumed to be very small compared
to the ﬁngerprint image. The quantizer integer indices are randomly selected
and each watermark bit replaces the LSB of the selected coeﬃcient. At the
decoder, the LSB’s of these coeﬃcients are collected in the same random order
to construct the watermark. Jain, Uludag, and Hsu used the facial information as watermark to authenticate the ﬁngerprint image [13]. A bit stream of
eigenface coeﬃcients is embedded into selected ﬁngerprint image pixels using
a randomly generated secret key. The embedding process is in spatial domain
and does not require the original image for extracting the watermark.

In this paper we propose a novel contextual digital watermarking technique
using face and demographic text data as multiple watermarks for protecting
the evidentiary integrity of ﬁngerprint images. The following sections describe
the process of embedding face and text images as watermarks into selected
texture regions of the ﬁngerprint image. We verify the matching ability of
the watermarked ﬁngerprint and the original ﬁngerprint using an Automatic
Fingerprint Identiﬁcation System (AFIS) and study the resilience to various
attacks during transmission.
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Extraction of Fingerprint Texture Features

Texture is an important feature for the analysis of many types of images.
Properties such as roughness, granulation and regularity which do not have
smooth varying intensities can be determined through a set of local neighborhood properties of the gray levels of an image region. Multi-scale processing,
which humans apply for texture perception is modeled using wavelet analysis [14]. The image features that represent the scale-dependent properties can
be extracted from each sub-image separately. A non-linear function that produces the energy of the image when summed over a sub-image is widely used
for texture computation. The feature set thus obtained consists of energies of
diﬀerent scales, which is an important characteristic for texture analysis.
A signal f (x) when decomposed using a 1-dimensional wavelet transform into
a basis of wavelet functions to obtain the transformed signal, Wp,q , is given
by,


Wp,q (f (x)) =

f (x)ψp,q (x)dx

(1)

where p and q are scale and position parameters respectively. The basis vectors
are obtained by translating and dilating the mother wavelet,


x−q
1
ψp,q (x) = ψ
p
p



(2)

The mother wavelet ψ has to be localized in both spatial and frequency domains. A 2-dimensional wavelet transform is obtained by ﬁrst applying a 1dimensional transform along the rows and then along the columns. In this
paper, a Daubechies ﬁlter bank is used to implement the Discrete Wavelet
Transform (DWT) resulting in a pyramid structure of sub-bands shown in
Fig. 1. The 2-level decomposition consists of seven sub-bands. The sub-bands
labeled HH, HL and LH contain the diagonal, horizontal and vertical details of
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Fig. 1. Two level decomposition using DWT

the ﬁngerprint image respectively, while the LL sub-band contains the coarse
details of the image.
The process of obtaining texture features from an image was adopted from
[15]. Let I be an N x N input grayscale image in the spatial domain. This
image is transformed to frequency domain (W ) using DWT. The decomposed
image consists of sub-images from which the texture information of the input
image at diﬀerent scale resolution is obtained. The resulting texture feature
matrix is of dimension N/r x N/r, where r is the level of decomposition.
The texture map, tWr , is computed for each input sub-image Wr . The energy
of the coeﬃcient combined with the variance of the corresponding coeﬃcients
in the lowest LL sub-image represents the texture of that coeﬃcient.
tWr (i, j) = Wr (i, j)2 + var([LL2(i + 1, j + 1), LL2(i + 2, j + 2)]

(3)

where var is the variance of the two coeﬃcient block and Wr  (HH2, HL2,
LH2, HH1, HL1 and LH1).
The background pixels in the texture map have a higher magnitude compared
to the pixels representing the actual ﬁngerprint image. The locations in the
texture map whose magnitude is less than a predeﬁned threshold, TWr , compared to its adjacent locations are selected. These selected locations contain4

ing higher texture details are used in our proposed watermarking algorithm.
Modiﬁcation of these coeﬃcients is imperceptible since the most signiﬁcant
coeﬃcients act as a visual mask. The selected texture regions of HH1, HL1
and LH1 sub-bands are denoted by STHH1 , STHL1 and STLH1 and are deﬁned
in equation 4.

STHH1 = min[tHH1 (i, j + 1), tHH1 (i, j)]

if |tHH1 (i, j + 1) − tHH1 (i, j)| > THH1

STHL1 = min[tHL1 (i, j + 1), tHL1 (i, j)]

if |tHL1 (i, j + 1) − tHL1 (i, j)| > THL1

STLH1 = min[tLH1 (i, j + 1), tLH1 (i, j)]

if |tLH1 (i, j + 1) − tLH1 (i, j)| > TLH1

(4)

where,

THH1 = max(tHH1 ) − avg(tHH1 )
THL1 = max(tHL1 ) − avg(tHL1 )
TLH1 = max(tLH1 ) − avg(tLH1 )

The texture maps and the corresponding selected texture regions of HH1, HL1 and
LH1 are shown in Fig. 2. The selection of texture regions in the remaining sub-bands
are similarly computed.

3

Proposed Watermarking Algorithm

Fingerprint images collected by law enforcement agencies are stored in a database
along with the demographic text data of the individual and a facial image. The diﬀerent data types are usually stored under three diﬀerent sub categories in a database.
The collection, storage and analysis of disparate information introduces problems
such as data mismatches and mishandling, high cost of storage, a longer time for
retrieval, and unauthorized tampering of the ﬁles in the database. Furthermore,
these images must be protected from possible network intrusion and manipulation.
Maintaining the integrity of ﬁngerprints and chain of custody is extremely impor-
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Fig. 2. (a), (b) and (c) are texture maps of LH1, HL1 and HH1 respectively, (d),
(e) and (f) are corresponding texture representation
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tant especially when it is used in court as evidence. In this paper, the face and
text data are used as contextual watermarks and are embedded in the ﬁngerprint
image to be authenticated. The grayscale ﬁngerprint image is decomposed using a
2-level Discrete Wavelet Transform to obtain seven sub-bands as shown in Fig. 1.
The text and face watermark images are embedded into the wavelet coeﬃcients of
the ﬁngerprint image that represent the locations of the selected texture regions.
The facial image is in grayscale while the text image is in binary. The sub-image
selection for watermarking depends on several factors. The modiﬁcation of the low
frequency sub-image LL2 will impose severe degradation of the reconstructed image
as most of the energy is concentrated in this band. During ﬁltering and compression
some of the information will be lost in the high frequency bands. One way of overcoming this information loss is by redundantly embedding information in all the
high frequency bands (LH1, HL1 and HH1). The three mid-frequency bands (LH2,
HL2 and HH2) are good choices for embedding. We embed the grayscale face image
into the mid-frequency bands and the binary text image is redundantly embedded
into the high frequency bands for increased robustness.

3.1 Embedding the Face Image

ST , W av ST and
The face image is embedded into the wavelet coeﬃcients, W avLH2
HL2
ST , which represent the locations of the selected texture regions of LH2, HL2
W avHH2

and HH2 respectively. The size of the facial image is adjusted to be one third of the
total number of available embedding locations. Let the face image watermark, wf ,
be of size p x q. The grayscale values of the facial watermark image are divided into
three bit-streams, L, I, and M , representing the least-signiﬁcant, the intermediate,
and the most-signiﬁcant integer values respectively as described in equation 5.
wf (i, j) =

q
p 


100 ∗ M (i, j) + 10 ∗ I(i, j) + L(i, j)

(5)

i=1 j=1

where, 0 ≤ (L, I) ≤ 9 and 0 ≤ M ≤ 2. The bit-streams L, I and M are inserted
ST , W av ST and W av ST
into the lowest order integer of W avLH2
HL2
HH2 respectively. The
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embedding of facial integer bit-streams into the wavelet coeﬃcients is described in
equation 6.

lowest order integer(W av ST
LH2 (i, j)) =
lowest order integer(W av ST
HL2 (i, j)) =
lowest order integer(W av ST
HH2 (i, j)) =

q
p 

i=1 j=1
q
p 

i=1 j=1
q
p 


L(i, j)
I(i, j)

(6)

M (i, j)

i=1 j=1

3.2 Embedding the Text Image

ST ,
Next, the binary text image is embedded into the wavelet coeﬃcients, W avLH1
ST and W av ST , which represent the locations of the selected texture regions
W avHL1
HH1

of LH1, HL1 and HH1 respectively. The size of the text watermark is made equal
to the size of the smallest of three selected texture represented sub-images. The
ST , W av ST and W av ST
lowest order integers of W avLH1
HL1
HH1 are replaced by the text

watermark bits.

Let the size of the text watermark image, wt , be r x s. The embedding of binary
text image into the wavelet coeﬃcients is given by,

lowest order integer(W av ST
LH1 (i, j)) =
lowest order integer(W av ST
HL1 (i, j)) =
lowest order integer(W av ST
HH1 (i, j)) =

r 
s

i=1 j=1
r 
s

i=1 j=1
r 
s

i=1 j=1
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wt (i, j)
wt (i, j)
wt (i, j)

(7)

3.3 Generating the Watermarked Fingerprint with Multiple Watermarks

The ﬁnal watermarked ﬁngerprint image is obtained when the embedded sub-bands
are reconstructed using a two-level Inverse Discrete Wavelet Transform (IDWT). A
secret key is used to select the embedding locations randomly to secure the original
ﬁngerprint and the embedded face and text watermarks from tampering. As part of
the implementation of the algorithm we use the perceptual model for varying the
watermark images based on the ﬁngerprint image content [16], [17]. An amplifying
factor, α, is computed which varies the watermarks such that maximum amount of
information can be hidden in the host ﬁngerprint image depending on luminance
and contrast properties of the embedding region. In other words, the correlation
between the original watermark, wm , and the embedded watermark, wa , is made
maximum, while keeping the perceptual distance between the original ﬁngerprint
and watermarked ﬁngerprint images constant. The best value of α is found by
iteratively computing the just noticeable diﬀerence for the watermarked ﬁngerprint
and reducing this diﬀerence to a target value. The embedded watermark is ﬁnally
obtained using the best value of α deﬁned in equation 8.

wa = αwm

(8)

Fig. 3 shows the proposed watermarking algorithm used for embedding the face
and the text images in the ﬁngerprint. Our proposed embedding algorithm is implemented using a 512 x 512 ﬁngerprint image as the host image shown in Fig.
4a. Figs. 4b and 4c are the original face image and the original text image used as
contextual watermarks. The resulting watermarked ﬁngerprint image is shown in
Fig. 4d. This ﬁngerprint image is securely protected and can be used to verify if
the chain of custody is maintained or if the ﬁngerprint has been compromised by
tampering.
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Fig. 3. Proposed face and text watermark embedding algorithm

ID
SEX
RACE
DATA OF BIRTH
RECORD TYPE
LAST NAME
FIRST NAME
(a)

(b)

: 000123456
:M
: WHITE
: 01/23/4567
: APPLICANT
: DEAL
: JOHN

(c)

(d)

Fig. 4. (a) Original ﬁngerprint, (b) Original face image, (c) Original text image, (d)
Watermarked ﬁngerprint

3.4 Matching Performance of the Watermarked Fingerprint

Embedding the facial and demographic text data into the individuals ﬁngerprint image eliminates data mismatch, reduces the high cost of storage, speeds the retrieval
of related data, establishes a digital chain of custody, and detects tampering. It is
important to ensure that the embedded text and face watermarks do not alter the
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Fig. 5. Matching watermarked ﬁngerprint images on AFIS system [18]

functional integrity of the ﬁngerprint and its ability to detect possible matches. To
verify the eﬀect of watermarking on matching ﬁngerprint images, an AFIS system
is used [18]. A set of ﬁngerprint images are watermarked with face image and demographic text data using the proposed algorithm. The ﬁngerprint database consists
of 2,800,000 prints collected by law enforcement agency and the face images are
obtained from AT&T database [19]. The results of the matching scores obtained
from the AFIS system are shown in Fig. 5. The high matching scores of the original
ﬁngerprint image and the watermarked ﬁngerprint image validate that the ﬁngerprint features such as the ridge bifurcations and ridge endings used for matching
purposes have not been altered. The matching score of the next closest ﬁngerprint
or the second best ﬁngerprint from the database is so low that it would not be
classiﬁed as a possible match in the AFIS system.
The electronic transmission of ﬁngerprints over the communication channel introduces degradations in the image data. For example, images are compressed when
transmitting large image ﬁles over low bandwidth channel; a median ﬁlter is used
to smooth the image and reduce the data to be transferred by eliminating noise and
insigniﬁcant structures; and during transmission, some noise is introduced. These
eﬀects on the watermarked ﬁngerprint are studied by using various image process-
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Fig. 6. Matching watermarked ﬁngerprints subjected to various attacks
ing attacks such as JPEG compression at 80%, median ﬁltering with 3 x 3 ﬁlter
mask, and the addition of Gaussian noise. For each type of attack, the matching
score of the watermarked ﬁngerprint image is compared with the matching score
of the original ﬁngerprint image and the remaining images in the AFIS database.
The results of the attacks are shown in Fig. 6. The results indicate that the watermarked ﬁngerprint is resilient to various attacks and is able to successfully match
the original ﬁngerprint. The matching score of the next best ﬁngerprint is so low
that the AFIS system would not classify this as a possible match. The results also
validate that the proposed embedding technique does not alter the key ﬁngerprint
features used in level-2 matching when attacked.
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Verifying the Integrity of the Watermarked Fingerprint

The watermarked ﬁngerprint has several advantages. One of the main advantages
is that the ﬁngerprint, the demographic text information of the individual and
the facial image need not be stored in separate databases. The contextual digital
watermarking allows all related data to be stored and retrieved at the same time.
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From the extracted watermarks, the integrity of the ﬁngerprint can be veriﬁed
against possible tampering. The retrieval of the facial image and the text data also
helps with identiﬁcation of an individual. The procedure to extract the text and face
image is shown in Fig. 7a. The extraction process is the reverse of the embedding
process. The same secret key used during embedding is now used to determine
the order of extracting the bits. The selected texture region is obtained for all six
sub-images and the watermarks are extracted from the lowest order integer of the
corresponding sub-images. The spatial redundancy introduced in the high frequency
channel during embedding the text watermark ensures reliable extraction when at
least two of the three values are the same. Using the same technique, the facial image
is extracted from the lower frequency channel. Figs. 7c and 7d show the extracted
face and the extracted text images from the watermarked ﬁngerprint image of Fig.
7b. Neither the original ﬁngerprint image nor the original watermark images are
required for extraction. The extracted text and face image are of good quality and
closely resemble the original images shown in Figs. 4b and 4c.
We next quantitatively determine the degree of similarity between the original watermark images and the extracted watermark images using two diﬀerent types of
metrics. The peak signal to noise ratio (PSNR), mean square error (MSE), and
correlation between the original and modiﬁed images give the pixel-based similarity
between the images. The structural similarity measure (SSIM) [20] and universal
image quality index (UIQI) [21] compare the images based on human visual system
(HVS). Table 1 shows the degree of similarity between the original images and the
extracted images. The similarity values using both the pixel based approach and the
human visual system approach show a high level of correlation between the images.
The watermarked ﬁngerprint was shown to be robust and resilient when subjected to
various attacks. We next determine the eﬀect of these attacks on the extracted face
and text images for identiﬁcation purposes. Unauthorized tampering or substitution
of the ﬁngerprint data can be detected by extracting the watermarks. Since the
visual quality of the text and the face images are commonly used for personal
identiﬁcation, it is appropriate to use the human visual metrics for comparison
purposes.
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Fig. 7. (a) Extraction process, (b) Watermarked ﬁngerprint, (c) Extracted facial
image, and (d) Extracted text image
Table 1
Average image quality metrics

Test Images

PSNR

MSE

Correlation

SSIM

UIQI

Face

70.45

58

0.9861

0.9259 0.9134

Text

58.99

40

0.8641

0.9758 0.9241

Table 2 shows the human visual metrics of the extracted face and text images when
the watermarked ﬁngerprint image is subjected to various attacks. Numerical results show that the image quality is high and is suitable for personal identiﬁcation
and verifying the chain of custody. The proposed contextual watermarking approach
using face and text images to watermark a ﬁngerprint is useful for authenticating
the integrity of the ﬁngerprint. The contextual watermarking is novel because the
watermarked ﬁngerprint image is compact and takes less memory space compared
to the space occupied by individual images. Furthermore, the time taken to search
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diﬀerent databases to obtain all pertinent information corresponding to an individual in greatly minimized since each ﬁngerprint image has the demographic text and
face image embedded as watermarks and can be easily extracted.

5

Conclusion

In this paper, a contextual ﬁngerprint image watermarking algorithm is proposed.
Two watermarks, a facial image and the corresponding demographic text data of
an individual are embedded into selected texture regions of ﬁngerprint image using
Discrete Wavelet Transform. The watermarked ﬁngerprint provides added protection from tampering and the ﬁngerprint matching ability is not aﬀected even when
subjected to common attacks. For extracting the embedded face and text images,
the original images are not required. Quantitative results show that the extracted
face and text images are of high quality and provide additional information for
identiﬁcation purposes. Using the proposed approach, the absence of watermarks
or visual distortions in the extracted watermarks would reveal that the integrity of
the ﬁngerprint image has been compromised.

Table 2
Average visual metrics for extracted images when the watermarked ﬁngerprint is
attacked

Attacks

Extracted Face Image Extracted Text Image
SSIM

UIQI

SSIM

UIQI

Cropping

0.7223

0.6597

0.7320

0.7017

Rotation

0.8365

0.8106

0.7843

0.7539

JPEG Compression

0.8944

0.8831

0.9374

0.8840

Gaussian Noise

0.8831

0.8799

0.9469

0.8713

Median Filtering

0.8802

0.8705

0.9407

0.8345
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