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Abstract

This paper presents a 3-level RDWT biometric watermarking algorithm to embed

the voice biometric MFC coe�cients in a color face image of the same individual

for increased robustness, security and accuracy. Phase congruency model is used to

compute the embedding locations which preserves the facialfeatures from being wa-

termarked and ensures that the face recognition accuracy isnot compromised. The

proposed watermarking algorithm uses adaptive user-speci�c watermarking param-

eters for improved performance. Using face, voice and multimodal recognition algo-

rithms, and statistical evaluation, we show that the proposed RDWT watermarking

algorithm is robust to di�erent frequency and geometric att acks, and provides the

multimodal biometric veri�cation accuracy of 94%.
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1 Introduction

Biometric authentication systems have inherent advantageover traditional

personal identi�cation techniques [21]. However, there are many critical issues

in designing a practical biometric system. These issues arebroadly charac-

terized by accuracy, computation speed, cost, security, scalability and real

time performance. The security of biometric data is of paramount importance

and must be protected from external attacks and tampering [20]. Ratha et

al. [25] characterize common attacks in biometric systems as coercive attack,

impersonation attack, replay attack, and attacks on feature extractor, tem-

plate database, matcher, and matching results. Attacks canalter the contents

of biometric images or templates and can degrade the performance of a bio-

metric system. It is therefore required to protect the biometric templates of

individuals at all times.

Researchers have proposed algorithms to handle challengesconfronted by se-

curity of biometric systems. Encryption is one way of addressing this issue

and has been discussed in [10], [30], [33]. Another way of securing biometric

images and templates is by watermarking. Recently, researchers have proposed

algorithms based on image watermarking techniques to protect biometric data

[13], [19], [20], [25], [34]. In biometric watermarking, a certain amount of in-

formation referred to as watermark, is embedded into the original cover image

using a secret key, such that the contents of the cover image are not altered.

Some of these methods perform watermarking in the spatial domain [13], [19],

[20] while other methods embed the biometric watermark in the frequency do-

main [25], [34]. In existing biometric watermarking algorithms the cover image

is either gray scale face image or �ngerprint image, and the watermark data
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is �ngerprint minutiae information [20] or face information [19] or iris codes

[34].

In this paper we propose a novel biometric watermarking algorithm to se-

curely and robustly embed the biometric voice template intothe color face

image of the same individual. Color face image is used as the host image

and Mel Frequency Cepstral Coe�cients (MFCC) extracted from the voice

data are used as watermark. Face and voice are chosen for watermarking be-

cause of the widespread application of face and speaker veri�cation. There are

several applications where either face or voice or both are used to authenti-

cate an individual [14]. The proposed watermarking algorithm �rst computes

the embedding capacity in the face image using edge and corner phase con-

gruency method [22]. Embedding and extraction of voice datais based on

redundant discrete wavelet transformation [9]. The performance of the pro-

posed watermarking algorithm is validated using face, voice and multimodal

veri�cation algorithms. We observe that the proposed watermark embedding

and extraction algorithm does not a�ect the quality of the original face image

or the recognition performance. In addition, the proposed algorithm is robust

and resilient to common attacks. We perform statistical evaluations to fur-

ther validate that the proposed watermarking algorithm does not a�ect the

veri�cation performance of biometric watermark and cover image.

Section 2 in the paper presents the proposed biometric watermarking algo-

rithm. Section 3 describes the database and recognition algorithms used for

verifying the integrity of the biometric data. Section 4 describes the computa-

tion of user-speci�c parameters for the proposed watermarking algorithm and

Section 5 discusses the experimental results in detail.
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2 Proposed Biometric Watermarking Algorithm

Usually, image watermarking is performed using Discrete Wavelet Transform

(DWT) because DWT preserves di�erent frequency information in stable form

and allows good localization both in time and spatial frequency domain [9],

[26], [31]. However, one of the major drawbacks of DWT is thatthe transfor-

mation does not provide shift invariance because of the down-sampling of its

bands. This causes a major change in the wavelet coe�cients of the image even

for minor shifts in the input image. In watermarking, we needto know the

exact locations of where the watermark information is embedded. The shift

variance of DWT causes inaccurate extraction of the watermark data and the

cover image. To address the issues of DWT based watermarking, researchers

have proposed the use of Redundant Discrete Wavelet Transform (RDWT)

[7], [11], [12], [15], [16].

Fig. 1 shows the RDWT decomposition of a face image in four subbands such

that the size of each subband is equal to the original image. The redundant

space in RDWT provides additional locations for embedding and the water-

marking algorithms can be designed such that exact locationof watermark

embedding is preserved. In this paper, we propose a RDWT biometric water-

marking algorithm which not only aims to make the watermark invisible to the

human eye and tamper resistant but it also ensures that watermark embed-

ding and extraction procedure does not alter the biometric features required

for recognition.The proposed watermarking algorithm usescolor face image as

the cover image. The watermark can be any biometric information such as �n-

gerprint minutiae, iris codes, or voice data. Existing biometric watermarking

algorithms use gray scale face images. In this research, we decompose the color
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face image into three channels which further increases the embedding capacity.

Embedding in the red and blue channels makes the watermark imperceptible,

while embedding in the green channel makes the watermark visible as noise.

The watermarking algorithm involves computing appropriate locations for em-

bedding the watermark in the face image, embedding MFCCs as watermark

in these locations, and extracting the watermark for veri�cation.

Original image RDWT Level - 1

RDWT Level - 3RDWT Level - 2

Fig. 1. RDWT decomposition of a face image. Note that size of all the subbands at

every level is same as the original image.
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2.1 Computing the Capacity and Locations in Face Image for Watermark

Embedding

Let f denote the color face image of size (x � y � 3). This image is divided into

red, green, and blue channels as shown in Fig. 2. LetC denote the biometric

watermark data i.e., MFC coe�cients of size (k� l ). To identify the appropriate

locations for embedding in a face image, we �rst compute the edge and corner

features in the red and the blue channels. RDWT decomposition provides high

and low frequency regions which can be used to �nd edge and corner features

present in the image. However, as shown in Fig. 1, facial edgeregions cannot

be extracted accurately using RDWT decomposition. In our approach, we use

phase congruency based edge and corner feature detection algorithm [22]. Since

phase congruency is a dimensionless quantity and provides information that

is invariant to image contrast, it allows the magnitude of principal moments

of phase congruency to be used directly to compute the edges and corners in

a face image. Further, phase congruency based edge and corner operator is

highly localized [22]. Fig. 2 shows the phase congruency edge map along with

the red, green and blue channels of a color face image.

Face recognition algorithms use facial features for veri�cation which are usu-

ally computed along the edge and corner locations in the faceimage. Em-

bedding biometric watermark in these positions or in their vicinity can a�ect

the performance of face recognition algorithms. Thus regions corresponding to

edge and corners computed from the phase congruency method are not used

for watermark embedding. The remaining areas of the face image i.e., the

low frequency areas are identi�ed as suitable locations forembedding. Red
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RGB image

Red channel Green channel Blue channel

Fig. 2. Decomposition of color face image into red, green andblue channels, and

corresponding phase congruency maps.

and blue channels of the face image are transformed inton level RDWT with

n � 3. Since the size of each RDWT subband is equal to the size of the input

image, three level RDWT decomposition provides adequate capacity to embed

the watermark data without a�ecting the edge and corner locations. Only the

second and third levels of RDWT are used for embedding because these two

levels provide more resilience to geometric and frequency attacks [23], [24]. We

then mark the edge and corner regions in the detailed subbands of the second

and third level of red and blue channels, to identify the locations available for

embedding.

The size of each subband from the red and blue channel is (x � y). Let the total

size of the regions of interest of face recognition algorithm in a subband be (p�

q). (xy � pq) denotes the locations available for embedding in a subband, and

12(xy � pq) gives the total locations available for embedding in all subbands

of the red and the blue channels. Let the size of the biometricwatermark data

be k � l . To embed the biometric watermark in the red and blue channels, we

�rst ensure that su�cient locations are available for embedding by applying
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the condition in Equation 1.

12(xy � pq) �
NX

i =1

mki l i (1)

where i = 1; 2; 3; :::N denotes the number of di�erent biometric templates

to be embedded in the biometric cover image andm = 1; 2; 3::: denotes the

desired redundancy level of the biometric watermark data toensure reliable

extraction and processing of multiple copies of the biometric template. This

condition shows that we can embed the entire biometric watermark data or

di�erent biometric templates or multiple identical biometric templates in the

color face image. Asm increases, the performance of the watermarking al-

gorithm increases because the algorithm becomes more resilient to di�erent

attacks and asN increases, the multimodal veri�cation performance of the al-

gorithm increases. However, for proper reconstruction or extraction of the face

image and biometric watermark data, parametera is introduced in Equation

2. The parametera ensures that the visual quality of the watermarked image

does not fall below a certain threshold.

a[12(xy � pq)] �
NX

i =1

mki l i (2)

This implies that we have [6a(xy � pq)] free locations in each of the two

channels for embedding the watermark. In this research since we do not use

any redundancy of voice data during embedding, we selectm = 1 and N = 1.

With these values the space available for embedding is much larger than the

biometric data to be embedded. (k � l )=2 locations are randomly selected from

the locations available in each of the two channels of the RDWT decomposed

face image and these locations are stored as keysK 1 and K 2 for the red and
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blue channels respectively. The keys are used for watermarkembedding and

watermark extraction.

2.2 Embedding MFC Coe�cients in Face Image

The biometric watermark voice data C of sizek � l is represented as a vector

M (p) where p = 1; 2; :::; (k � l ). Color face imagef is divided into three

channels:f R red channel, f G green channel andf B blue channel. The red

and blue channels are then transformed inton level RDWT using Daubechies

9/7 mother wavelet [1] to obtain f r
R and f r

B . MFC coe�cient matrix M (p) is

divided into two parts, MR and MB using Equations 3 and 4.

MR = M (2z + 1) z = 0; 1; 2; 3; :::; dp=2e (3)

MB = M (2z); z = 1; 2; 3; :::; bp=2c (4)

MR is embedded intof r
R and MB is embedded intof r

B using Equations 5 and

6 respectively.

f
0r
R (i; j ) = f r

R (i; j )
replace
�! � 1 � MR (z1); z1 = 0; 1; 2; 3; :::; dp=2e (5)

f
0r
B (i; j ) = f r

B (i; j )
replace
�! � 2 � MB (z2); z2 = 1; 2; 3; :::; bp=2c (6)

Here (i; j ) represents the locations in red and blue channels computedusing

the two keysK 1 and K 2 from Section 2.1.� 1 and � 2 control the strength of the

biometric watermark data embedded in the red and blue channels respectively.

Inverse RDWT is then performed onf
0r
R and f

0r
B to obtain the watermarked
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red and blue channels,f
0

R and f
0

B respectively. Watermarked color face image

is then generated by combining the three channelsf
0

R , f G , and f
0

B . Fig. 3(a)

shows the block diagram of the embedding process.

RDWT

MFCC MFCC
Matrix

Embedding
Watermarked
Red and Blue

Channels

IRDWT

Green
Channel

Watermarked
Color Face

Red Blue

RDWT

MFCC
Matrix

Red and Blue
Channels of

Watermarked
Face

Decoding

IRDWT

Green
Channel

Watermarked
Color Face

Extracted
Color Face

(a)

(b)

Key K1 Key K2

Key K1 Key K2

Red Blue

Fig. 3. Block diagram of the proposed biometric watermarking algorithm (a) em-

bedding process (b) extraction process.

2.3 Extraction of MFC Coe�cients from Color Face Image

Extraction of voice data is the reverse of embedding process. In the extraction

process, we assume that the watermarked face image may be subjected to

attacks. Let the watermarked face image bef a. It is divided into three channels

f aR , f aG, and f aB . Applying RDWT using Daubechies 9/7 mother wavelet on
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the red and blue channels givesf
0

aR and f
0

aB . MFC coe�cients are extracted

from these transformed channels using Equation 7 and Equation 8.

M
0

R (z1) =
f

0

aR(x; y)
� 1

z1 = 1; 2; :::dp=2e (7)

M
0

B (z2) =
f

0

aB (x; y)
� 2

z2 = 1; 2; :::bp=2c (8)

whereM
0

R andM
0

B are the coe�cients extracted from the red and blue channels

respectively andp ranges from 1; 2; :::; (k� l ). The keysK 1 and K 2 from Section

2.1 give the coordinates for extraction of the MFC coe�cients. For non-linear

reconstruction of the watermark extracted face image, the values in f aR and

f aB from where the biometric watermark data is extracted are replaced with

zero and IRDWT is applied on the modi�ed image to obtainf
0

aR and f
0

aB .

Combining f
0

aR , f aG, and f
0

aB gives the watermark extracted color face image

f
0
. The extracted MFC coe�cients are rearranged in the original vector form

using Equation 9.

M
0
(p) = M

0

R (1); M
0

B (1); M
0

R (2); M
0

B (2); ::: M
0

R (i ); M
0

B (j ) (9)

It is then converted into the original matrix form for speaker veri�cation. Fig.

3(b) shows the block diagram of the extraction process.

2.4 Algorithmic Complexity

Let the size of the color face image bex � y� 3, the size of the MFC coe�cients

be p, and the number of levels of RDWT decomposition ben. The computa-

tional complexity of the embedding process depends on the complexity of the
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Table 1

Computational complexity of the watermarking algorithm.

Process Complexity

Finding the embedding locations O(x � y)

RDWT/IRDWT O(n � x � y)

Dividing MFCC feature vector into two parts O(p)

Replacement of values in face image O(p)

Reconstruction of the watermarked color face image O(n � x � y)

processes shown in Table 1.

The complexity of the embedding process isO(n � x � y) as p << (n � x � y).

The extraction process involves similar steps and hence thecomplexity of the

extraction process is alsoO(n � x � y), where n << (x � y).

3 Verifying the Integrity of the Extracted Biometric Data

To validate the performance of the proposed biometric watermarking algo-

rithm, experiments are performed with the color face image and MFCC matrix

computed from voice signal of the same individual. The MFCC watermarked

face image is stored in the database for recognition. For veri�cation, the MFC

coe�cients are extracted from the watermarked face image. The extracted

MFC coe�cients and the face image are matched with the query voice data

and face image.
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In general watermarking algorithms, the performance is computed based on

measures such as peak signal-to-noise ratio, mean square error, normalized

cross correlation, and histogram similarity. Higher or lower values of these

metrics do not ensure higher performance of a biometric system. For a bio-

metric watermarking algorithm, the most important performance metric is the

recognition accuracy. The objective of a biometric watermarking algorithm is

to provide added security to a biometric system without compromising the

quality and features of the biometric cover image and biometric watermark

data. To validate the proposed biometric watermarking algorithm, we use ver-

i�cation accuracy of face, voice and multimodal biometric as the performance

metric. The performance of these three biometric modalities is evaluated be-

fore embedding and after extraction of the biometric data. The veri�cation

algorithms and databases used for evaluating the performance of the water-

marking algorithm are described in the following subsections.

3.1 Performance Evaluation using Face Veri�cation

The face region is detected from the image using a triangle based face detection

algorithm [29] and the size of the detected face image is 320� 240. The detected

face is given as input to the local feature based face veri�cation algorithm [2].

The algorithm computes the prominent local features from the face and their

location using local feature analysis. These local featuresets are matched using

the Euclidean distance measure.
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3.2 Performance Evaluation using Speaker Veri�cation

Since the size of the voice signals is very large it is di�cultto embed all

the information in a face image without changing the facial regions required

for recognition. So, we extract Mel Frequency Cepstral Coe�cients (MFCC)

[6] from the speaker data. Some of the popular speaker veri�cation systems

use information from the �ltered sample in the form of a short-time Fourier

spectrum represented by MFCCs. In MFCC feature extraction,speech signal

is analyzed on a frame by frame basis. For feature extraction, the signal is

divided into windows and its Fast Fourier Transform (FFT) is computed.

This step is followed by calculating the magnitude and then computing the

log. Frequencies are warped according to the mel scale and inverse FFT is

performed. Mathematically, if X k is the resulting log energy of the signal

obtained from the kth �lter, N is the number of required cepstral coe�cients

and z is the number of triangular windows, the MFCCs can be computed as

follows:

Cn =
zX

k=1

X kcos
�

n
�

k �
1
2

��

where n = 1; 2; 3; :::; N (10)

For verifying the voice coe�cients, MFCC computed from the input voice

signal, and the MFCC extracted from the watermarked color face image are

matched using Nearest Neighbor Distance Measures (NNDM) [17]. The nearest

neighbor distance between two MFCCs gives a di�erence basedmeasure for

veri�cation.
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3.3 Performance Evaluation using Multimodal Biometric

A single biometric introduces the problem of non-universality and circumven-

tion [27]. To overcome this problem, multiple biometric traits are used for

veri�cation. Since the proposed watermarking algorithm uses face and voice,

we use a match score level biometrics fusion algorithm. The multimodal bio-

metric veri�cation performance is computed using the Dempster Shafer theory

based match score fusion algorithm [28].

3.4 Description of Databases

Experimental validation is performed using a multimodal database of face and

voice of 180 individuals. The multimodal database consistsof seven samples

of each biometric for every individual. The size of detectedface images is

320 � 240. The database is created in three di�erent sessions witha time

interval of four weeks between each session; three images ofeach biometric trait

are captured in session one, two images in session two and theremaining two

in session three. Frontal face images with around 100 of rotation are captured

under varying lighting conditions and facial expressions.To prepare the voice

database, users are asked to utter a word, e.g.biometrics123. In all sessions,

every user utters the same word. The size of the MFC coe�cients extracted

from the voice signal is 20� 80. Since the database is created in di�erent

sessions, it contains both inter-class and intra-class variability. Three samples

of each individual obtained in session one are used as gallery data and the

remaining samples of face and voice are used as probe data to evaluate the

veri�cation performance of face, voice, and multimodal biometrics.
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4 Computing the Biometric Watermarking Parameters for Opti -

mal Performance

In this section, we describe the process for computing the parameters in-

volved in the proposed RDWT biometric watermarking. These parameters

are computed to obtain the optimal face, voice and multimodal veri�cation

performance. The parameters that a�ect the performance of RDWT biometric

watermarking algorithm are as follows:

� � 1 and � 2 control the strength of the watermark MFCCs during embedding

and extraction.

� Parameter a in Equation 2 controls the visual quality of the watermarked

face image.

� n determines the decomposition level of RDWT.

The parameters of the watermarking algorithm should be chosen so that the

extracted face image and the voice data provide maximum veri�cation per-

formance. There are two methods to obtain these parameters.One method

is to set these parameters globally so that it is same for all individuals. An-

other method is to obtain user-speci�c parameters which aredi�erent for every

individual depending on his/her facial and voice characteristics. From earlier

research in biometrics [18], it is evident that user-speci�c parameters yield bet-

ter accuracy than global parameters. Since watermarking isperformed during

the enrollment stage, it is easy to compute the user-speci�cparameters during

enrollment. To compute these parameters, we perform watermarking on face

and voice data for di�erent combinations of� 1; � 2, and a. The values of� 1

and � 2 are varied from 0 to 0.2 with� 1 = � 2, and a is varied from 0.05 to 0.4.
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The veri�cation performance of multimodal biometrics is computed from the

extracted face image and MFC coe�cients. The values of� 1; � 2 and a which

provide the maximum veri�cation performance are chosen. Fig. 4 shows an

example of user-speci�c parameters associated with di�erent individuals.

The values of the three parameters vary for every individualdepending on

facial features, skin color, and illumination of the face image. On increasing

the value of� 1 and � 2, the MFC coe�cients embedded in the color face image

become visible in the form of spurious artifacts which degrade the performance

of face recognition. On decreasing the value of� 1 and � 2, it becomes di�cult

to reliably extract the MFC coe�cients, thereby degrading the performance

of voice recognition. Parametera also has similar in
uence on the biometric

watermarking process. Increasing the value ofa increases the locations avail-

able for embedding and allows more MFC coe�cients to be embedded in the

face image. However, during extraction of the MFC coe�cients, the quality

of the watermark extracted face image decreases due to the non-linear re-

construction, thus decreasing the veri�cation performance of face recognition.

Decreasing the value ofa decreases the embedding capacity in the face image.

a1 =
a = 0.13

a2 = 0.012a1 =
a = 0.08

a2 = 0.014a1 =
a = 0.15

a2= 0.008

Fig. 4. Optimal values of � 1, � 2, and a corresponding to every face image for di�erent

individuals.
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The parametern denotes the number of levels of RDWT decomposition. Since

we use only the second and the third level of decomposition for embedding

process, the minimum value ofn = 3. Experiments performed withn = 4; 5; 6;

and 7 levels did not improve the veri�cation performance butinstead increased

the time complexity for the watermarking process as shown inTable 1. Increas-

ing n however improves robustness to attacks due to redundancy ofembedded

data.

5 Experimental Validation

The �rst subsection experimentally substantiates the bene�ts of RDWT over

DWT for the proposed watermarking approach. Section 5.2 extends the ex-

perimental results of RDWT watermarking by computing the veri�cation per-

formance of face, voice and multimodal biometrics for di�erent attacks on the

watermarked face image. This experiment is performed to verify the integrity

and robustness of the proposed biometric watermarking algorithm. Section

5.3 experimentally validates the need for embedding the voice coe�cients in

low frequency region instead of high frequency regions. Finally, Section 5.4

presents the statistical evaluation of the proposed watermarking algorithm.

5.1 Advantage of RDWT over DWT based Biometric Watermarking

In the proposed algorithm we use RDWT for decomposing the face image.

However, existing watermarking algorithms generally use DWT. In this sec-

tion, we present an experimental validation to substantiate the bene�ts of us-

ing RDWT over DWT. The veri�cation performance of face, voice and multi-
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biometric algorithms obtained with RDWT watermarking is compared with

the veri�cation performance obtained with DWT watermarking.

For DWT watermarking, we use Daubechies 9/7 mother wavelet and n = 3,

same as in RDWT watermarking. To compute the embedding locations, we

downsample the phase congruency edge map to the size of DWT subbands and

then perform embedding and extraction. Similar to RDWT watermarking, the

parameters� 1, � 2, and a of DWT watermarking are computed separately for

every individual.

Fig. 5 shows the ROC plots of face, voice and multimodal veri�cation for no

watermarking, RDWT watermarking, and DWT watermarking. Fig. 5(a) and

(b) show that the ROC plots for face, voice and multimodal biometrics before

and after RDWT watermarking are almost identical. However,under similar

conditions, Fig. 5(a) and (c) show that with DWT watermarking, recognition

performance is signi�cantly reduced. For both RDWT watermarking and no

watermarking, multimodal biometrics algorithm yields an accuracy of 94.0%

whereas the DWT watermarking yields an accuracy of 92.1%. These results

validate our choice for selecting RDWT for the proposed biometric watermark-

ing algorithm.

We further analyze the cause for low performance of DWT watermarking

with both expansive and non-expansive extension. With expansive extension

DWT, we �rst compute the phase congruency edge map and then resize it to

the size of DWT subbands. While downsampling, expansive extension DWT

adds boundary conditions to the subbands which leads to disparity in the

relative coordinates of DWT subband and phase congruency map. As shown

in Fig. 6, the marker position at nose tip (36, 49) is same in both the DWT
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Fig. 5. ROC for face, voice, and multimodal biometrics (a) no watermarking (b)

RDWT watermarking (c) DWT watermarking.
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(36, 12)

(37, 20)

(61, 39)

(36, 49)

(35, 81)

(9, 58)

(36, 9)

(37, 18)

(64, 40)

(36, 49)

(35, 84)

(5, 59)

(0, 0)

(0, 0)

Face image

2nd level DWT vertical
subband of face image

Phase congruency edge map
subsampled to the size of 2nd level

DWT vertical subband

Fig. 6. Face image with second level DWT subband and phase congruency edge

map. Original face image is of size 320� 240, expansive symmetric DWT subband

is of size 88� 68, and phase congruency edge map is subsampled to size 88� 68.

subband and phase congruency edge map; but towards the boundary, the

corresponding marker positions in both the images change signi�cantly. This

di�erence causes the inaccurate embedding and extraction of voice data and

hence the performance is reduced. Further, with non-expansive DWT, spurious

features due to aliasing at the boundaries cause artifacts in the high frequency

subbands, thus compromising the watermarking performance.
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5.2 Performance Evaluation of Proposed Biometric Watermarking Algorithm

on Attacks

In the previous subsection, we validated the performance ofthe proposed

RDWT watermarking. For user-speci�c values of the parameters � 1; � 2; a, and

n = 3, Fig. 7 shows the original face image, MFCC watermarked face image

and the face image after extracting the MFC coe�cients. Table 2 shows that

the veri�cation accuracy of face recognition and voice recognition remain same

before embedding and after extraction which further demonstrates that the

proposed watermarking does not change the integrity of biometric data embed-

ded in the color face image. The watermark embedding and extraction process

may introduce minor variations in the MFCC data or facial characteristics.

For example, MFCC coe�cient 7.2657 when embedded in the faceimage may

change to 7.2639 after extraction. However, the biometric recognition algo-

rithms are not sensitive to minor variations at these levelsand consequently

do not a�ect the veri�cation accuracy. The performance of face recognition

does not decrease after RDWT watermarking because the regions of face used

by the face veri�cation algorithms are left unchanged during embedding and

hence the prominent facial features are intact after watermark embedding and

extraction.

MFC coe�cients embedded in face image may be vulnerable to low-level sig-

nal processing techniques such as compression, low-pass �ltering or geometric

distortions and may a�ect the robustness and integrity of the face image and

voice data. The watermarking algorithm should be resilientto such attacks. To

evaluate the performance of the proposed biometric watermarking algorithm

under these conditions, we perform selected frequency and geometry based
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Original
image

Watermark
embedded

image

Watermark
extracted

image

Fig. 7. Face images showing the e�ect of watermarking.

attacks such as blurring using 3� 3 kernel, �ltering with 3 � 3 kernel, gamma

correction with the gamma constant of 0:5 i.e. the mapping is weighted to-

wards brighter output values, JPEG-2000 compression with 50% compression

rate, rotation by 100, and scaling with ratio of 1 : 1:1.

We next performed attacks on facial feature tampering by randomly altering

a single feature in the watermarked face image. In this attack, we manually

add one feature to the face image or delete an existing feature. Fig. 8 shows

examples of facial feature tampering. The top row shows images in which

moles are removed from the face image and the bottom row showsimages in

which mustache is added to the face image.

These attacks alter the geometric and frequency characteristics of the MFCC

watermarked color face image. The veri�cation performanceof face, voice and

multimodal biometrics with and without attacks are summarized in Table 2.

The blurring and �ltering attacks reduced the face veri�cation accuracy by

approximately 0.9%, while facial feature alteration reduced the veri�cation

23



Table 2

Veri�cation performance of the proposed biometric watermarking algorithm. Veri-

�cation accuracy is computed at 0.1% False Accept Rate (FAR).

Attack scenarios on Veri�cation Accuracy (%)

watermarked image Face Voice Multimodal

Without watermarking 89.4 86.8 94.0

No attack 89.4 86.8 94.0

Blurring (3 � 3) 88.5 85.9 93.4

Filtering(3 � 3) 88.8 86.0 93.7

With watermarking Gamma (0:5) 89.4 86.7 94.0

JPEG-2000 (50%) 89.4 86.5 93.8

Rotation (100) 89.4 86.0 93.0

Scaling (1 : 1:1) 89.2 86.2 93.9

Facial Feature Tampering 87.0 84.9 92.7

performance by 2.4%. We evaluated the performance of facialfeature alter-

ation attack without watermarking. Face veri�cation algorithm provides an

accuracy of 87.0% which is equal to the accuracy obtained when watermarked

face image is subjected to feature tampering attack. Analysis of these results

con�rmed that the decrease in accuracy is due to feature tampering and not

due to watermarking. These results thus show that the overall performance of

the proposed biometric watermarking algorithm is resilient to attacks.

Similarly, we study the integrity of embedded voice data when subjected to
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Original Image Tampered Image

Fig. 8. Examples of watermarked face image with facial feature tampering. Top row

shows an example of feature removal and bottom row shows an example of feature

addition.

various attacks. Table 2 shows that blurring, �ltering and rotation attacks on

the biometric watermarked face image causes minimal decrease in the accuracy

compared to the original accuracy of 86.8% when there are no attacks. It is

interesting to note that when the original voice signal is directly subjected to a

�ltering attack using the same kernel size of 3� 3, the performance of the voice

veri�cation dropped signi�cantly to 76.57%. This shows that the voice data

when embedded in the face image as a watermark provides additional level

of protection from attacks. The performance of voice recognition decreases by

1.9% for feature alteration attack. This is because some of the facial feature

alteration such as adding beard and mustache changes the characteristics of

non-feature or low frequency regions where voice is embedded. However, the

deletion of features does not cause any error because the MFCcoe�cients are

embedded away from the facial features. The results summarized in Table 2

show that biometric watermarking provides an additional layer of protection

to the biometric voice template, enhances security, and is resilient to various
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attacks. For applications where higher biometric accuracyand more robustness

to attacks is desired, Table 2 further shows that the combination of multiple

biometrics yields a multimodal accuracy of 94.0% with around 1% degrada-

tion in performance when the MFCC embedded watermarked faceimage is

subjected to various attacks.

5.3 E�ect of Embedding Watermark Data in High and Low Frequency Re-

gions

The proposed watermarking algorithm embeds the MFC coe�cients as wa-

termark in low frequency regions or non-feature regions of the face image.

Traditional watermarking algorithms embed watermark in high frequency re-

gions so that the watermark with higher energy can also be embedded without

making it perceptible [7]. We compare the veri�cation accuracy of face images

when MFC coe�cients are embedded in low frequency regions and when MFC

coe�cients are embedded in high frequency regions. We studythe performance

using four face veri�cation algorithms namely, Principal Component Analysis

(PCA) [32], Fisher Linear Discriminant Analysis (FLDA) [3], Geometric fea-

tures [8], and Local Feature Analysis [2]. PCA and FLDA were chosen because

they represent appearance based algorithms, whereas geometric features and

LFA represent feature based algorithms.

Table 3 shows that for all four holistic and feature based face veri�cation

algorithms, embedding in low frequency regions yields better performance

than embedding in high frequency regions. Using the veri�cation accuracy

of non-watermarked face images as reference, the veri�cation accuracy of high

frequency embedding decreased in the range of 1.1% to 1.9%. On the other
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Table 3

Performance comparison of embedding MFC coe�cient in high frequency regions

and in low frequency regions. Face veri�cation accuracy is computed at 0.1% FAR.

Face Veri�cation Veri�cation Accuracy (%)

Algorithm Without Watermarking in High Watermarking in Low

Watermarking Frequency Regions Frequency Regions

PCA [32] 62.4 61.3 61.4

FLDA [3] 65.7 64.2 64.5

Geometric Features [8] 87.1 85.8 87.1

LFA [2] 89.4 87.5 89.4

hand, embedding in low frequency regions resulted in a smaller decrease in

the range of 0.0% to 1.2% for the four veri�cation algorithms.

5.4 Statistical Evaluation of Proposed Watermarking Algorithm

Performance of a biometric system greatly depends on the database size and

the images present in the database [5]. It cannot be represented completely

by ROC plots and veri�cation accuracy. To systematically evaluate the per-

formance, researchers have proposed di�erent statisticaltests such as decision

cost function and Half Total Error Rate (HTER) [4], [5]. In this section, we

perform statistical evaluation of the proposed watermarking algorithm using

the methods described by Bengio and Marithoz [4].

HT ER =
F AR + F RR

2
(11)

27



Con�dence intervals around HTER isHT ER � � � Z �= 2 and is computed using

Equations 12 and 13 [4].

� =

s
F AR(1 � F AR)

4 � NI
+

F RR(1 � F RR)
4 � NG

(12)

z�= 2 =

8
>>>>>>>>>>>><

>>>>>>>>>>>>:

1:645 for 90%CI

1:960 for 95%CI

2:576 for 99%CI

(13)

Here, NG is the total number of genuine scores andNI is total number of

impostor scores.

Statistical test is performed on the multibiometrics algorithm with and with-

out the proposed watermarking algorithm. The test is also performed for wa-

termarking with various attacks. In the experiments, con�dence interval is

computed using Equation 12 in which the FAR is �xed at 0.1% andFRR is

computed using Table 2. The total number of genuine scores is720 and the

total number of impostor scores is 64440 i.e.,NG = 720 and NI = 64440.

Table 4 summarizes the values of HTER and con�dence intervals of multi-

modal biometrics for di�erent attack scenarios on the watermarked image.

We subjected the original face and voice data to frequency attacks, geomet-

ric attacks, and tampering attacks. For all attacks except �ltering, the values

of HTER and con�dence intervals are almost same with watermarking and

without watermarking. This shows that the error increases because of attacks

and not due to the watermarking algorithm. However, for �ltering attack there

was noticeable deviation in HTER values and corresponding values for various
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Table 4

Con�dence interval around half total error rate of the multi biometrics algorithm.

Statistical test is performed for watermarking with di�ere nt attacks.

Con�dence interval (%)

Attack scenarios on HTER (%) around HTER for

watermarked image 90 % 95 % 99 %

Without watermarking 3.05 1.46 1.74 2.28

No attack 3.05 1.46 1.74 2.28

Blurring (3 � 3) 3.35 1.52 1.81 2.38

Filtering(3 � 3) 3.20 1.49 1.78 2.33

With watermarking Gamma (0:5) 3.05 1.46 1.74 2.28

JPEG-2000 (50%) 3.15 1.48 1.76 2.32

Rotation (100) 3.55 1.56 1.86 2.45

Scaling (1 : 1:1) 3.10 1.47 1.75 2.30

Facial Feature Tampering 3.70 1.60 1.90 2.50

con�dence intervals before and after watermarking. The values of HTER and

con�dence interval for 95% are 3.2% and 1.78% with watermarking and 5.30%

and 2.24% without watermarking. The values obtained without watermark-

ing are signi�cantly higher compared to the values obtainedwith watermark-

ing. This is because without watermarking, �ltering attack a�ects both face

and voice data whereas with watermarking, �ltering attack is applied on the

watermarked face image and the watermarking algorithm e�ciently prevents
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tampering of embedded voice data. The overall results of statistical evaluation

in Table 4 further validates that the proposed watermarkingalgorithm does

not alter the biometric information required for veri�cati on and secures both

face and voice data e�ciently.

6 Conclusion

With the increased use of biometric systems, the possibility of attacks on the

biometric images and templates also increases. In this paper, we proposed a

feature based watermarking algorithm to protect the biometric templates in

a multimodal biometric system. Using redundant discrete wavelet transform,

the voice coe�cients are embedded into the color face image while preserving

the facial features. The robustness of the watermarking algorithm is evalu-

ated by comparing the recognition accuracies of face, voice, and multimodal

biometric algorithms. Experimental results show that the proposed biometric

watermarking algorithm is resilient to di�erent signal processing attacks with

decrease of 0 - 1.3% in multimodal biometric veri�cation accuracy. Further,

evaluation using di�erent appearance and feature based face recognition algo-

rithms demonstrate that the proposed watermarking algorithm does not alter

the biometric information required for recognition. Statistical evaluation using

half total error rate shows that the proposed watermarking algorithm provides

enhanced security without a�ecting the recognition performance.
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